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The
T Data Prrotection Act
A 1998 go
overns the collection,, recording
g, storage, use and diisclosure of
o
personal
p
da
ata, whethe
er such datta is held electronica
e
lly or in ma
anual form
m. Young pe
eople have the
same
s
rights
s as adults
s under the Act, and the impact on Scoutin
ng is addre
essed below
w.
This
T
is a gen
neral overviiew of the main
m
ways in
n which datta protection
n may be re
elevant to sccouting. It iss
not
n intended
d as a detailed accountt and more information
n can be fou
und from the
e Informatio
on Commisssion
Office
O
(ICO)) the indepe
endent gove
ernmental authority ressponsible for overseein
ng and regulating data
protection.
p
F
Further
expllanation/asssistance can also be obtained by contacting the
t Legal Service
S
Department
D
at The Sco
out Associattion (TSA) Headquarte
H
ers.
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1.
1 What is data prote
ection?
Data
D
protecttion aims to
o protect an individual’ss rights to privacy by re
egulating ho
ow organisa
ations obtain
n,
store
s
and usse their perssonal data. So, data prrotection rulles provide individuals with certain
n rights whilst
also
a
imposin
ng certain duties and obligations
o
o organisations. Youn
on
ng people and adults ha
ave the sam
me
data
d
protecttion rights under the law
w.
a)
a The Law and regula
ation
Data
D
protecttion is gove
erned by the
e Data Prote
ection Act 1998 (“DPA””) which is overseen
o
an
nd regulated by
th
he ICO. Am
mongst other matters, th
he ICO:
i)) keeps a ce
entral recorrd of those organisation
o
ns that are formally
f
reg
gistered with
h it;
ii) provides further
f
Guid
dance regarrding particu
ular issues e.g. marketting, fundraising etc. In
nterpretation
ns
and
a summaries of the law as well as downloa
adable which can all be
e found on the
t ICO
websitewww
w
w.ico.gov.uk
k; and
iii) enforces the law thro
ough fines and
a prosecu
utions wherre applicable
b)
b What rec
cords are subject
s
to data
d
protec
ction?
The
T rules ap
pply particularly to com
mputer or au
utomated records (inclu
uding email)) but also apply to man
nual
re
ecords keptt in such a way
w that sp
pecific inform
mation abou
ut a particular individua
al can easilyy be retrieve
ed
e.g.
e manual records file
ed by the na
ame or role etc.
Examples
E
off automated
d records in
nclude:
• Computer files- file
es stored on
n hard file or
o USB mem
mory sticks, CD Roms, DVD’s, harrd disks, backup files
• Audio/V
Video-CCTV
V, webcam images,
• Digitalis
sed images- scanned photos,
p
digital camera
Examplles of manu
ual records include:
• Files – on employe
ees, volunte
eers, young people
• Index systems – na
ames, addrresses, othe
er details
• Microfic
che recordss- containing
g personal data
d
A mere passing reference to an
a individua
al is not neccessarily cla
assed as pe
ersonal data
a e.g. the
b considerred persona
al data abou
ut those atte
ending in ge
eneral.
Minutess of a meeting will not be
Howeve
er, if an indiividual was specificallyy discussed and is iden
ntifiable from
m such disccussion in th
he
Minutess, then the Minutes
M
willl be ‘person
nal data’ abo
out that individual.

2.
2 What is personal data?
This
T
is any information held about a living individual who
o can be ide
entified from
m the information itself or
o
other
o
inform
mation also held.
h
Namess, addresse
es or specifiic roles are obvious wa
ays of identifying
in
ndividuals but
b they can
n also be ide
entified in photos
p
or CC
CTV images.
There
T
are sp
pecial rules applying to
o 'Sensitive Personal Data'
D
where extra care must be takken when
handling
h
or d
disclosing itt to third pa
arties. (See further under Part II)
Sensitive
S
personal da
ata
Personal
P
da
ata becomess ‘sensitive’’ if it include
es informatio
on about:
a)
a Racial or ethnic origiin;
b)
b Political o
opinions;
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c) Religious beliefs;
d) Trade union membership;
e) Physical or mental health; or
f) Sexual life;
g) Commission of offences or alleged offences.

3. What are the rules?
The law states that when processing any personal data the Data Controller must apply 8 basic ‘Data
Protection Principles’.
a) What is ‘Processing’?
Processing has a wide meaning and includes all aspects of handling personal data e.g. from obtaining,
recording, retaining (incl. editing and revising it), storing, sharing it to archiving and destroying it.
b) What is a Data Controller?
A Data Controller can be either individuals, organisations or other incorporated or unincorporated bodies
of persons who determine what personal data is held, why it is held and how it is processed
Data Controllers are responsible for ensuring compliance with data protection. An organisation can also
designate a Data Protection Officer (“DPO”) to ensure compliance on its behalf but the Data Controller
remains ultimately responsible.
The DPA also refers to a data processor who processes personal data on behalf of the data controller
e.g. usually an external company or business. Although Scout units are unlikely to use a data processor,
however, if and when they do it is important to ensure a proper agreement is in place specifying the Data
Controller’s instructions and that the processing complies with the DPA. This is because the Data
Controller remains ultimately responsible for what the data processer does with the data.
c) What are the 8 basic principles?
The 8 basic principles address fairness, lawfulness, relevance, excessiveness, accuracy, up-todatedness and security. Thus, when processing personal data, the Data Controller must ensure that the
data is:
• Processed fairly and lawfully;
• Obtained for a specified and lawful purpose;
• Adequate, relevant and not excessive for purpose;
• Accurate and up-to-date;
• Kept only for as long as required;
• Processed in accordance with the data subjects rights;
• Be kept secure proportionately to the level of harm that could result if unauthorised access occurs;
• Not transmitted outside the European Economic Area (EEA) without consent from the data subject.
For a more detailed explanation of these principles please see the ICO website

4. How does data protection apply to Scouting?
4.1 Does data protection apply to our Scout Groups?
Data protection law applies in full to all Scout Units as it does to any form of organisation including public
authorities, companies, businesses and other charities. Scout Units are created and operate as
independent charities and are likely to collect and store personal data about members and, in many
cases, other individuals involved with the unit. Scout Units must adhere to the DPA when using the
Association’s Membership System “Compass”. Please see POR, Chapter 14
The rules do not apply to individuals collecting information solely for their domestic and household affairs
e.g. address book or solely for research, journalistic, artistic or literary purposes
a) Does our Scout Group have to register with the ICO?
As smaller ‘not-for-profit’ organisations, Scout Units do not have to register provided they do not hold
personal data about anyone other than members or potential beneficiaries. However, they are still
subject to the rules of the DPA. As a larger organisation, TSA Headquarters is registered as a Data
Controller with the ICO.
b) Who within our Scout Group is responsible for Data Protection?
Each Scout Unit is a Data Controller and, therefore, overall responsibility for compliance with data
protection will lie with the Executive Committees of each Unit who, as the Managing/ Charity Trustees,
are jointly responsible for all the affairs of the Unit.
c) How does data protection usually arise within a Scout Group?
As Scout Units are subject to data protection rules in full, the issue could arise in many different ways.
However, it usually arises in two main ways which are:
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(i) How personal data must be “processed” in general; and
(ii) When individuals make a “Subject Access Request” (“SAR”) i.e. a request for disclosure of all their
personal data.
These two areas are explained further.
4.2. How personal data must be processed
Our Scout Group must apply the 8 basic Data Protection Principles when processing Personal Data and
the following are some basic essentials to be applied:
(a) When obtaining personal data
• have legitimate grounds for collecting and using it in the first place
• be transparent about the purpose for which it is collected and who it will or may be shared with by
providing privacy notices when collecting it
• ensure you have consent from the individual. For many immediate purposes, consent can be
implied as the individual will know why they are providing it. However, you need to explain what else
you might use the information
• ensure that the source is clear
(b) When retaining personal data
• only hold and retain data sufficient for the intended purpose
• take reasonable steps to ensure accuracy as to facts and consider any challenges to this (personal
data is not ‘inaccurate’ if it faithfully represents someone’s opinion. In these circumstances, if
challenged, the data would not have to be ‘corrected’ but a note added to it recording that the data
subject disagrees)
• update, edit and revise it regularly in accordance with the purpose it was collected e.g. changes to
names, addresses, contact details, medical needs etc
• review how long it should be retained in accordance with the purpose it was collected
• give individuals access to their personal data
(c) When storing personal data
• ensure secure system policies of storage, including encryption where necessary, and access in
order to prevent accidental loss, alteration or breaches of security
• be clear about who is responsible for ensuring information security
• swiftly and effectively respond to any breach of security including reporting this to the ICO.
(d) When sharing personal data
• Personal data must always be processed fairly, handled for intended purpose and only in ways that
an individual would reasonably expect. This means that a data controller should not share personal
data without legitimate reason.
• Sharing personal data within scouting.
- It is reasonable for members to expect their data to be shared within their particular sections for
practical, legitimate purpose and on a need-to-know basis.
- Email communication - Please note that extra care should be taken when using email which, once sent,
can easily be shared beyond your control. Therefore, you should always consider the contents of email
communications carefully to ensure that if they contain personal data, especially of a confidential or
sensitive nature (whether your own or another’s), they are sent with caution and to only those who will
safeguard that personal data and not share it with anyone without legitimate reasons. It is good practice
to make your intentions clear in the email itself and, where necessary, mark clearly as ‘Strictly
Confidential’ or ‘Sensitive’ or ‘Intended for recipient/s only and not to be shared’ etc.
- Sensitive personal data - You must also ensure that extra special care is taken with this which, as
highlighted earlier, requires explicit consent of the individual for you to obtain it and therefore whether
such consent has been obtained from the subject should be checked e.g. through the AA Form or
directly from the subject by some other means.
(e) When deleting, destroying or archiving personal data
- delete or destroy when no longer required securely
- archive securely where retention is justified
(f) What are the special rules for processing ‘sensitive personal data’?
• All the above rules are also applicable when processing sensitive personal data but an additional
rule applies to sensitive personal data which may only be held with the explicit consent of the data
subject i.e. where sensitive personal data is to be processed, you must ensure that individuals have
given explicit consent for this to happen. The DPA does not define the method of obtaining explicit
consent, however, the best method is to obtain such consent in writing requiring the individual to
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e.g. tick a box or sign a declaration etc, agreeing that their sensitive personal data may be
processed.
• In order to ensure consistency the Association’s Membership System “Compass” requires users to
confirm that permission has been given to hold the information. This confirmation is given via a popup box within Compass itself.
4.3 Data controllers must not:
use personal data in ways which have an unjustifiable adverse effect on the individual;
transfer personal data to a country or territory outside the European Economic Area (EEA) unless first
ensuring that country or territory also ensures a like level of protection for the processing of personal
data

5. How to deal with subject access requests (SARs)
(a) What is a SAR?
One of the main rights which the Data Protection Act gives to individuals is the right to access their
personal information. An individual can make a request in writing to an organisation for a copy of any
personal information held about them. This is known as a Subject Access Request (SAR).
Following a request, a data subject is entitled to a copy of personal data being held or being processed
about them (with only a few exemptions possible). The data controller may charge a standard fee to the
data subject (a maximum of £10) As the Association is a charitable organisation, in order to cover some
of its administrative costs, Headquarters charges £10 for providing an SAR. It is recommended that
scout units, which all also operate as charities, also charge the £10 fee in order to assist towards their
administrative costs.
You must comply with the SAR within 40 calendar days of receiving the said cheque. Remember the 40
days starts ticking on receipt of the cheque (and not when it is cleared by the bank)
(b) What can the Subject do following receipt of their personal data?
Subjects can:
• ask to have inaccurate data rectified, erased or destroyed
• ask that data be stopped from being processed if it is unnecessary or causing unjustified damage or
distress.
• ask the ICO whether the Act has been contravened.
• If necessary, apply to court to exercise their rights and may receive compensation if damages are
suffered due to any contravention of the Act.
For a more detailed account check out ‘how to respond to Subject Access Requests’ and also the ICO
website.

5th Dorking (URC) Scout Group – How we meet our obligations
1. The group is obliged to appoint a data controller.
2. The Group Executive has formally minuted the appointment of Rob Jones to the position.
A change must be shown the Group Executive Meeting minutes.
3. The group is obliged to store/ maintain records that are relevant, necessary, transparent (for use)
and secure etc. The group executive are satisfied that it meets these obligations by:
a. Appointing a Data Controller that has oversight on all process involving data security.
b. Collecting information transparently via application forms etc where the purpose is clearly
relevant (ie no covert data collection).
c. Stores records securely only within approved systems (Group level – Online Scout
Manager (OSM), and not on personal laptops etc, Compass for the Scout Association).
d. Controls access to personal records by:
i. a “scheme of access”: passwords issued to named individuals, generic access
accounts are not used;
ii. access rights issued only to those individual who have a valid need and:
1. either a warrant holder, or
2. an appropriate level of training that is recognised by the Scout
Association/Group.
e. Data kept on approved systems is reviewed at least annually and personal records older
that two years are removed/ deleted.
f. Personal data will not be released to third parties without written consent. (For the
avoidance of doubt, and as far as there may be a valid need, the Scout Association and
other Scout groups are not seen as a third parties).
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